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Abstract

Based on the study of literature sources, the classification of security monitoring systems was studied, it
was established which components such systems consist of, their relationship and functional purpose, and the
advantages and disadvantages of frequently used security systems were determined. The reasons for choosing the
Arduino platform are described, and the advantages over other programmable platforms are described. Based on
this analysis, a wireless security monitoring system based on Arduino was developed for protected enterprises
and organizations that have protected dispersed objects. The proposed wireless security monitoring system
works on radio frequencies and Wi-Fi connection. Data transmission will be carried out on the frequency of 433,
920 MHz. This system is very flexible in terms of choosing different sensors. This is a block diagram of a
wireless security monitoring system based on Arduino. Thanks to the presence of receivers and transmitters in
the scheme, remote monitoring of the status of sensors of the protected object is carried out from a personal
computer.
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BECITPOBO/IHASI CUCTEMA MOHUTOPUHT' A BE3OITACHOCTH
HA BA3E ARDUINO
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ATbITaen T.B.z, Kacumos U.P.’
2CKTY um. M. Koswibaesa, I[lemponasnosck, Kazaxcman

AHHOTANMA

Ha ocHoBaHMM M3y4YeHMS JIUTEPATYPHBIX HMCTOUYHUKOB, U3y4deHA KIacCH(UKAIMS CUCTEM MOHHTOpPHHTA
6e30MaCHOCTH, YCTAHOBJIEHO U3 KaKMX KOMIIOHEHTOB COCTOSIT MOJOOHBIE CHCTEMBI, MX B3aUMOCBS3b U
(hyHKIMOHATIbHOE Ha3HAUCHHE, OIPEAETCHbl JOCTOMHCTBA W HEJOCTATKH YacTO HCIOJIB3YEMBIX CHCTEM
6esomacHocTi. OmucaHbl MpUYHHBL BeIOOpa miathopMsr Arduino, omucaHbl MPEHMYIIECTBA Mepes APyrHMH
nporpamMMmupyeMbsIMH 1iatpopmamu. Ha ocHoBaHmm naHHOro aHanmsa Obuia paspaboTaHHa OecrpoBOJHAsS
CHCTeMa MOHHTOPHHIra Oe30omacHOCTH Ha 06aze Arduin0 mjs 3aliMmiaeMbIX NPEANPUSITHA W OpraHU3alui,
MMEIOIINX OXpaHsIeMble paccpelloTOYeHHble 00BbeKTHl. IIpemnoskeHHas OecrnpoBOjHAs CHCTEMa MOHHTOPHHIA
Oe3omacHocTH paboTaer Ha panuo yactorax u Wi-Fi coequnenun. [lepenaya gaHHbIX OyneT OCYIECTBISTBCS Ha
yacrtote 433, 920 MI'n. [lanHas cuctemMa oueHb ruOkas B IUlaHe BHIOOpa pasNMYHBIX AaT4MKOB. Ilokasza
CTPYKTypHas cxema paboThl 6eCIPOBOHON CHCTEMbl MOHUTOPHHTa Ge3omacHocTH Ha 6a3e Arduino. braronaps
HAJIMYAI0O B CXEME IPUEMO-TIEPEaTINKOB OCYIIECTBISACTCA AMCTAHIMOHHBIM MOHHTOPHHI O COCTOSIHUH
JTATYNKOB OXPAHIEMOT0 00BEKTa C MEPCOHATHFHOTO KOMITBIOTEPA.

KinioueBble ciaoBa: GecripoBOIHAS CUTHAIM3AIMS, OXpPaHHbIE cHCTeMbl, Arduino, IaT4WKd, CHCTEMBI
6e3omacHoCTH.
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T.B. ATbIFaeBZ, W.P. Kacumos’
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AHnjarna

Onebu Ke3hepaAi 3epTTey HeTi3iHAe Kayilci3IiKk MOHHTOPHHII XYHECIHIH JKIKTeNyi 3epTTeNi, OCBIHAAN
JKyHernep KaHlai KOMIIOHEHTTEP/ICH TYpajbl, OJIapblH e3apa OaiiaHbIChl )KoHe (PYHKIMOHAIABIK MaKCaThI, JKHi
KOJIIAHBUIATBIH  KAYINCI3MiK KYHENCepiHiH apTHIKIIBUIBIKTAPhl MEH KEMIIUTIKTEepl aHBIKTanasl.  Arduino
wiatgopmacklH  TaHiay cebenrepi  cumarranraH, Oacka Oarmapiamansl  ulardopmanap  aAbIHIA
apTHIKIIBIIBIKTap cunartaigrad. Ocbl TalfaynblH HeTi3iHIAE Ky3eTiIeTiH OBIThIpaHKbl OO0BeKTiepi Oap
KOpFaJlaThIH KOCINOPBIHIAD MEH yibIMaapra apHairaH Arduino Oa3achlHAa KayilcCi3giK MOHHTOPHHTIHIH
CBIMCBI3 JKYHeci a3ipyieHreH. ¥ ChIHBUIFaH CBIMCHI3 KayiICi3/lik MOHUTOPHHT JXKYHeci paauo XKUUTIKTepiHIe jKoHe
Wi-Fi koceuibicTapbinaa xymbic icteitai. Jepexrepai 6epy 433, 920 MI'u skuinirinae ®y3ere acslpbuiaasl. by
JKYHe opTYpili JaTYMKTEpHi TaHOAay TYPFBICBIHAH oTe wukeMIi. Arduino 0a3achlHIAFbl KayilCi3mik
MOHUTOPHHTIHIH CBHIMCHI3 JXYHECIHIH KYPBUIBIMABIK CYJI0achl KepceTireH. KaObuimarbim-TapaTKBIIITAPIBIH
cxeMachlHa OONybIHAa OafIaHBICTHI JKEKE KOMIBIOTEPACH KOPFalaThIH OOBEKTIHIH AATYMKTEPIHIH Kah-KyHi
TYypaJIbl TUCTAHIMSIIBIK MOHUTOPHHT JKY3eTre achbIpblUIabl.

Tyiiinai ce3mep: chIMCBI3 1a0bLT, KOpFay Kyitenepi, Arduino, natdaukrep, Kayinci3aik xyiienepi.

Introduction

Security services are now more relevant than ever before. If earlier security was more
often required for offices and shops, and they accounted for the majority of orders, now more
and more people want to protect their cottages and apartments from uninvited guests.
Ensuring the security of dispersed objects from unauthorized entry and fire requires the
development of rapid and automatic monitoring tools that are adequate to the current stage of
information technology development. Therefore, the task of designing a centralized object
monitoring system based on a wireless data network is relevant.

Research methods

In today, apartment burglar alarms are most effectively implemented using special
monitoring systems.

Most often used for this purpose:

- panel protection;

—  autonomous alarm system;

— wireless alarm system.

Any of these options can be executed independently, but it is preferable to use the
services of professional security agencies. They can arrange the installation of a modern
multifunctional sensors, alarms system and security video surveillance system.

Statistics show that a significant part of the robberies where material values are stored
fall on private residences. Robberies usually prepare for this carefully and study place in
detail, which they intend to enter. Sometimes the same house is stolen more than once,
because new things are purchased instead of stolen ones.

Therefore, equipping housing with modern systems that ensure its safety is an urgent
problem. Systems are constantly enhancing minimizing the likelihood of dodge guarding.

In order to ensure reliable security, a combination of trained personnel and technical
equipment is required. For reliable protection of the protected object, a set of technical means
IS necessary to ensure the effective functioning of the alarm system.
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Consider frequently used security systems:

1.  Panel protection. Security of objects using a centralized monitoring console or
remote security has always been and is a relatively cheap way to ensure property security.

Let's consider the features of the remote control option for securing objects, and the
factors that affect its effectiveness.

Advantages of panel protection:

—  The owner of the protected object can not worry about its safety, knowing that the
apartment or office is under the constant control of experienced security guards.

- If an alarm is triggered, assistance will be provided immediately. And the absence
of the owner at the same time-not a hindrance.

—  According to the terms of the contract with the security company, the owner of
the dwelling receives compensation if the property was not secured. But, as a rule, security
organizations value their reputation and prevent crimes in time.

Disadvantages of remote security:

—  Security agencies set their own requirements for the owner of the property that is
being protected (for example, residents of the first and second floors are usually required to
put metal bars on the inside of the window). These requirements must be met.

- If a private house or cottage is taken under protection, the outer perimeter is not
guarded.

— You must pay a monthly subscription fee, which may be increased over time.

—  There may be unpleasant situations when false calls occur due to the fault of the
owner, who does not comply with all the requirements of the security company. For example,
sometimes the owner forgets to unguard a house or apartment. Some clients rent an apartment
under security, leaving the window open, etc.;

—  Security companies do not always undertake the protection of houses and cottages
located in small towns or villages [1].

2. Autonomous alarm system-a set of sensors and a control panel for disarming an
object. It is usually equipped with a siren to deter thieves.

The benefits of autonomous alarm system:

—  Creates a psychological barrier for the robberies.

—  The system can be installed at sites where telephone communication or GSM-
channel is not available (country cottages).etc.

—  There is no need to pay a subscription fee to a security company (as happens in
the case of installing remote security).

—  There is a high probability of catching an attacker.

Disadvantages of autonomous alarm system:

- In situations of false positives, the owner may not always react quickly (he is at
work or on vacation).

—  After receiving an alarm signal, the owner must call the police, and this is a
temporary head start for the robber. In addition, unfortunately, the outfit arrives more often
too late than on time.

—  All responsibility for the safety of property falls on the shoulders of the owner.
The fact that there is an alarm system does not guarantee insurance payments if the robbery
still occurs (except in cases when the object is insured against robbery and other types and
causes of property damage) [2].
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3. Wireless alarm system. One type of wireless alarm system is GSM-alarm system.
GSM alarm system is another modern and promising type of security alarm system. Such
systems can be wired or wireless. GSM alarm system provides not only the alarm, but also
notifies the owner by sms message or call to the mobile phone. GSM-alarm system can be
used to protect various objects: apartments, cottages, warehouses, offices, etc. Thus, the alarm
system will not only prevent entry into an apartment or other premises, but also provide
prompt information to the owner.

Advantages of GSM signaling:

- Easy to install (it is quite possible to do it yourself);

—  The system combines an excellent combination of reliability and low cost;

—  Wide coverage area;

- Large selection of models, the ability to choose the best option for any purpose,
with the possibility of additional equipment;

—  Thealert function can cover about 10 phone numbers;

- Possibility to connect to the alarm system and control of electrical appliances;

—  Ability to listen to remote objects;

—  The human factor is excluded.

The main disadvantages of GSM signaling are:

—  You lose time between triggering alarm and your response to the signal;

—  When it works in a room with a low temperature faster battery discharge (for
wireless systems) [3].

Research result

In this article, we propose to consider wireless signaling based on the Arduino platform.
Arduino is an open programmable platform that consists of two main parts: a board (often
called a microcontroller) and software for programming the board [4].

There are a lot of microcontrollers and platforms to create stand-alone interactive
objects. Netmedia's BX-24, Parallax Basic Stamp, MIT's Phidgets Handyboard, and many
others offer similar functionality to Arduino. Arduino has a number of advantages over other
platforms:

- low cost - Arduino boards are relatively cheap compared to other platforms, in
addition, the board can be done by yourself;

—  cross-platform-Arduino software is compatible with Windows, Macintosh OSX
and Linux, most microcontrollers are limited to Windows [5].

The safety monitoring system on the basis of the Arduino will allow you to solve a
number of shortcomings of other alarm systems. First of all, you don't need the Internet or
cellular connection to transmit information. This system will use a wireless connection (Wi-Fi
module and radio frequency transceiver). Data will be transmitted over a radio channel at 433,
920 MHz.

In addition, information is transmitted directly to the computer, which will allow
constant monitoring of both the state of the security system itself and the state of the protected
object. The proposed system will also be equipped with a fire-proof smoke detector, which
will allow you to extinguish the fire before serious damage is caused, or quickly leave the
room if it is already engulfed in flames.

Figure 1 shows a block diagram of an Arduino-based security monitoring system.
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Figure 1 Block diagram of the Arduino-based security monitoring system.

Main components of the system:
Senor 1 — Sensor n (pir sensors, intrusion sensors, smoke detectors);
Control Unit — Arduino;
Siren - sound notification block;
Transmitter, receiver;
The router — provides a wireless connection between the transceivers;
. PC- personal computer.
If any of the sensors is triggered, the control signal from the Control Unit output is sent
to the siren.
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Conclusion
Over all, information about the state of the protected object , due to the presence of
receivers and transmitters in the scheme, is constantly sent to the PC, which allows
monitoring at a distance.
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