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Abstract

This article analyzes the root causes of key cybersecurity breaches in Kazakhstan from 2017 through 2025.
Focusing on the DamuMed health-data breach (2019), the Kaspikz banking outage (2020), the Zaimerkz
microfinance leak (2024), and the compilation leak of 16 million records (2025), I examine technical
vulnerabilities, human factors, legal weaknesses, and infrastructural gaps that enabled these incidents. I synthesize
findings from official reports, news accounts, and expert commentary, and compare them with international
examples such as the 2015 U.S. OPM breach, GDPR enforcement in Europe, and UK incidents (e.g. NHS and
retailer attacks). My analysis reveals common causes: poor system security (outdated software, lack of encryption
or multi-factor authentication), insider misuse or error, weak regulatory enforcement, and insufficient cyber-
education. I discuss how Kazakhstan’s rapid digitalization, while building strong legal frameworks (Cyber Shield
strategy), has outpaced investments in security and awareness. Recommendations include strengthening regulation
and enforcement (e.g. creating a data protection authority), adopting technical standards (encryption, MFA, regular
audits), establishing independent supervisory bodies, expanding cybersecurity education and training, deploying
Al-driven monitoring, enhancing organizational accountability (through fines and audits), and deepening
international cooperation under frameworks like the Budapest Convention. These measures, grounded in evidence
and aligned with best practices (NIST, ENISA, UNESCO), aim to prevent future breaches. The study’s novelty
lies in an author-developed, four-factor framework applied across domestic cases to enable structured, cross-
country comparison.

Keywords: Kazakhstan, Cybersecurity, Data Breaches, Cyber Policy, Digital Infrastructure.

KA3AKCTAHJIAT'BI KHBEPKAYHICI3JAIK IEH JEPEKTEP/AIH,
BY3bLUIYBIHBIH HET'I3I'Il CEBEIITEPIH TAJIJIAY (2017-2025)
Mcakos E.A.1
""Hyo-Hopx Vuusepcumeminiy Tanoon Huxcenepnix Mexme6i, Hvto-Hopx, AKILI
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Amnjarna

Byn wmakamaga 2017-2025 xeumgap apamsirblHAa KaszakCTaHTArel KHOCPKAYINCI3AIKTIH - HETi3Ti
OY3bIIYBIHBIH HET13T1 ceOenTepi Tangana bl 3aKbIMIATFAH MEIUIUHATIBIK ACPEKTEPAiH OY3bUIybIHA HA3ap ayaapa
oteipsir (2019), Kaspi.kz 6ankrik Kpr3mertiH y3iayi (2020), Zaimer.kz MAKPOKap KbIIIAHABIPY IbIH AFBII KETY1
(2024 x.) >xone 16 MumTHOH >ka30aHbIH (2025 K.) )KHHAKTAIYBIHBIH aFbIIT KCTY1 OCHI OKUFAJIAPIbIH OPBIH ATybIHA
ceOenm OOIFaH TEXHHUKANBIK OCANABIKTApAbL, anamMu  (akTopmapapl, KYKBIKTBIK OJCI3IIKTEpAl KOHE
HH(PPAKYPBUIBIMIBIK OJKBUIBIKTAPABI 3epTTehal. bi3 pecMu ecenTepaeH, KaHAIBIKTap PEOPTAXKIAPHIHAH JKOHE
CapanmbLIAPIEIH TYCIHIKTCMEICPIHCH aNbIHFAH HOTIKeIepai cuaTesacimMiz JKOHE omapaer 2015 sxeurmrsr AKILT
CHSIKTHI XaIIBIKAPAIBIK MbIcaIgapMeH canbicTeipambrz. OPM epesxenepin 0y3y, Eyponaxarer GDPR epexenepin
CaKTay MOoHE YIBIOPHTAHMANAFBI OKHWFajap (MbICANbL, YITTHIK JCHCAYIBIK CAKTay KbI3METI MEH Oenmex
cayzarepiepain madysuiaapsl). BisaiH TamgaybsIMbI3 KAImbl ceOCMTEPai aHBIKTAHIBI, KYHCNIIK KayilCi3miKTiH
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HAMIAPIIBFEL (CCKIPTCH OaFaapIaMalbIK jKacakTaMma, Mu(paayIbH HeMece Ko (DaKTOPIBI ay TCHTH()HKAIH THBIH
0o/MayBl), HHCAHACPICPIIH TCPIC MAHTATAHYBI HCMOCE KATCIIKTSPi, HOPMATHBTIK KYKBIKTBIK AKTLICPAIH 9JICI3
OPBIHJANYHI X9HE KMOepOImMHIH KeTkimkci3airi. biz Ka3akcTaHHBIH KapKeIHIBI DU(PIAHIBIPYBIHBIH KYIITI
KYKbIKTBHIK Oazanbl (Cyber Shield crparermscel) Kypa OTBIPHIN, KAyiNCI3AIK IEH XabapAapibIKTHI apTTHIPYFa
CAJIBIHFAH MHBCCTUIILIAPIAH KAJAW achlll TYCKCHIH TAIKbIIAHMBI3. ¥ CHIHBICTAPFA PETTEY MEH OPBIHIAYIbI
KYIIEHTY Kipeai (MbICANbl. ASPEKTEPAl KOPFAy OPTaHbIH KYPY), TEXHHKAJBIK CTAHAAPTTApAbBI CHTi3y (mmpnay,
CIM, TypaKThl TEKCEPYIICP), TOYCCI3 KaJarajiay OpraHIaphsIH Kypy, KHOepKayincizaik OoifprHma O0itiM Oepy MCH
OKBITYIbI KEHEHTY, >KACAHAbl MHTEIUICKTKE HETI3ACITCH MOHUTOPHHITI €HTI3Y, YHBIMABIK CCENTLMKTI apTTHIPY
(adipmymap MeH ayaumtTep apkeuisl) JKome Bymamemt KOHBECHIHMACHI CHAKTHI KYpPHUTHIMAAP MICHOCPiHICTI
XAITBIKAPAIBIK BIHTBIMAKTACTHIKTEL TCPEHACTY. Jlonmemaepre HCTI3ACIATCH KOHE O3BIK Taxkipmoenmepre (NIST,
ENISA, OHECKO) cotfikec kenerin Oy mapanap 0oamakTa Oy3yIbLIBIKTAPABIH AJIBIH aTyFa OaFbITTAJFAH.

Kinr cesxep: Kaszaxcran, KuOepkayinmcizmik, [depexrepmin byseimyer, Kubep Cascar, Lludpasix
WnppakypbLIBIM.
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AHHOTAHSA

B 37101 cTarbe aHATM3HPYIOTCS IEPBONIPHIMHBI KIFOUSBBIX HApYIICHUH Kndepoe3onacHocTr B Kazaxcrane
B nepuox ¢ 2017 mo 2025 rox. CocpenoTouMB BHUMAHHE HA MPEAINOIAracMOM YTEUKE MEIMIMHCKUX JAHHBIX
(2019), xommanms Kaspikz cOoit B OankoBckoii nesrempHOCcTH (2020), Zaimerkz yreuka wmupopManum o
mukpoduHancHpoBaHud (2024) m yreuka wmHpopMmammu o0 16 mmammoHax 3ammced (2025), MBI H3ydacM
TEXHHUYCCKHE YSI3BUMOCTH, YEIOBCUCCKUH (PAKTOD, IOpUAMICCKUE HEJOCTATKH W MH(PPACTPYKTYPHBIC IPOOECIIHI,
KOTOpBIC TPUBEIM K 3THM HHOWACHTAM. MpI 0000macM BBIBOABI W3 O(HIHAILHBIX OTYCTOB, HOBOCTHBIX
COOOIICHNH W KOMMCHTAPHEB SKCICPTOB W CPAaBHHBACM HX C MEXIYHAPOAHBIMH NPHUMEPAMH, TAKHMH Kak
nccneaosanne B CIIIA B 2015 romy. Hapymenme OPM, mpmmenenme GDPR B EBpomne W WHUMACHTH B
BemkoOpurannu (Hampumep, ataku Ha NHS u po3HHYHBIX MpoaBIOB). Mo¥ aHATH3 BBIABIIT OOIIHC MPHIHHBL
cnabas OC30MACHOCTH CHCTEMBI (YCTApCBINCE MPOTPAMMHOC OOCCICUCHHE, OTCYTCTBHC MIH()POBAHHUS HITH
MHOTO()AKTOPHOW ayTCHTH()HKAIMK), 3IOYHOTPEONCHHS WM OIMMOKH CO CTOPOHBI WHCAHAEpoB, crnadoe
coOMmoIeHNE HOPMATHBHBIX TPECOOBAaHMI M HEAOCTAaTOYHOE KubOepoOpazosanue. Mbl 00CyKmaeM, Kak
crpemuTenbHAs nudposu3amms KazaxcTana nmpu 0JHOBPEMEHHOM CO3JAHHH MPOYHOM IMPaBOBOH 0a3bI (CTpaTerus
KHOEP3aIIMThI) OICPEKACT HMHBECTUIMH B OC30MACHOCTh M TOBBINICHHE OCBEIOMICHHOCTH. PexomeHmanmum
BKIIFOYAOT YCHJICHHC PETYJINPOBAHUS W IPABONPHMEHEHUS (HAIIPUMED, CO3AAHUE OPTaHa IO 3alINTC TAHHBIX),
MPUHATHE TEXHUYCCKUX CTaHAapros (mmpposanme, MFA, perysipHbIC ayauThl), CO3JAHHC HE3aBHCHMBIX
HAJ30pPHBIX OPIaHOB, pacHmmpeHHe o00pa30BaHWS W NPO(PECCHOHANHHOW TOATOTOBKH B  00macTu
KHOEpOE30MACHOCTH, BHEAPCHHE MOHHTOPHHTA HA OCHOBE HWCKYCCTBCHHOTO HHTEIUICKTA, IOBBILICHHUC
OPTraHM3alOHHOW MOAOTYETHOCTH (TIOCPEACTBOM INTpad)OB W ayAWTOB) W VINYyOICHHE ME)KIYHAPOITHOTO
COTPYJHHMYCCTBA B PAMKAX TAaKWX CTPYKTYP, Kak bynamemrckas KOHBEHIMS. JTH MEpbl, OCHOBAaHHBIC HA
(paKTHUICCKUX JAHHBIX W cOTacoBaHHbIC ¢ mepenosoil mpakTukoi (NIST, ENISA, UNESCO), HanpasneHsI Ha
TPeTOTBpanICHUE Oy Iy IUX HAPYIICHHUH.

Kmouesbie cioBa: Kazaxcran, KubepbesomacHocts, Yteuka manHbIX, KmOepmonmruka, mmdposas

uH(ppacTpykTypa.

Introduction
Kazakhstan’s digital transformation in recent years has been rapid and ambitious. The
government has expanded online public services, promoted e-government, and launched
national strategies (e.g. the Cyber Shield concept) to modernize its economy [1][2]. As one
analyst notes, “ensuring cybersecurity in cyberspace during the transformation period is one of
the important issues” [1]. At the same time, high-profile cyber incidents worldwide - such as
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the 2015 U.S. Office of Personnel Management (OPM) hack (22 million records stolen due to
poor internal controls [3]) - highlight the vulnerabilities that accompany digitization. In
Kazakhstan, multiple breaches have emerged, raising concern about the security of critical data.
For example, in 2019 TSARKA (a citizen-led cyber watchdog) reported the leak of hundreds
of thousands of patient records from the Damumed healthcare system [4]; in 2020, a technical
glitch in the popular Kaspi kz banking platform caused widespread service outages [5]; in 2024,
personal data of some 2 million Zaimer.kz microfinance clients was exposed; and in mid-2025,
an archive containing outdated records of approximately 16 million Kazakh citizens surfaced
online [6]. This paper examines the root causes of these and other incidents (including leaks
reported by TSARKA in election and medical registries [4]). It explores technical failures,
human error or malfeasance, legal/institutional shortcomings, and infrastructural factors. I
compare Kazakhstan’s challenges and responses with international cases - e.g. the U.S. OPM
breach, EU’s GDPR enforcement (British Airways, Marriott) [7], UK NHS and retailer (Tesco
Bank) incidents [8] - to benchmark best practices. Finally, I offer evidence-based
recommendations (regulatory reform, standards, education, Al monitoring, accountability,
international cooperation) to prevent future breaches in Kazakhstan’s context.
Literature Review

Kazakhstan has undertaken significant legal and institutional efforts in cybersecurity. The
country’s Digital Kazakhstan agenda and Cyber Shield strategies (2017, updated 2022) aim to
secure critical infrastructure and promote digital literacy. The Astana Times observes that
Kazakhstan “leads Central Asia in cybersecurity” with a “relatively advanced institutional and
legal framework™ [2]. For example, Kazakhstan established an Information Security Committee
within the Ministry of Digital Development, signed the Council of Europe’s Budapest
Convention on Cybercrime, and enacted a Personal Data Protection Law in 2020 (amended
again in 2023) [6][9]. In the ITU’s 2024 Global Cybersecurity Index, Kazakhstan ranked Tier
2 (Advancing) with strong legal/cooperative pillars, though the report urged improvements in
organizational and technical capacity [10]. In practice, however, experts note gaps. Computer
scientist Olzhas Satiev remarks that “more than 90% of Kazakhstan’s Internet resources are
vulnerable” and cites a shortage of qualified security personnel [1]. A CEUR workshop paper
similarly found that “Kazakhstan’s major concern is a poor degree of cyber literacy,” leading
to data losses and financial harm [11]. Indeed, surveys show extremely low public awareness:
only 12% of Kazakh internet users feel well-informed about their data-rights, and 60% want to
learn more [4].

International comparisons underline these issues. In the U.S., the 2015 OPM breach was
blamed on lax practices: the agency “had no IT security staff until 2013” and lacked encryption,
system inventories, or multi-factor authentication [3]. In Europe, the GDPR has shifted the
burden to organizations - fines for British Airways (£20m) and Marriott (£18.4m) breaches
exemplify the accountability expected under modern data laws [7]. The UK experience is
instructive: a 2016 cyber-theft from Tesco Bank (£2.26m stolen from 9,000 accounts) led the
UK’s Financial Conduct Authority to fine Tesco £16.4m for “deficiencies” in card security and
fraud controls. UK officials called that attack “deeply troubling” and emphasized “the crucial
importance of technical security” in financial systems [8]. Similarly, the 2017 WannaCry
ransomware attack crippled about 80 NHS trusts (over 300,000 computers) in Britain, exposing
the vulnerability of health systems to unpatched malware. These examples illustrate that
without strong security controls, even advanced economies suffer major data incidents. For
Kazakhstan, aligning with global standards (e.g. NIST frameworks, ENISA guidance) is
crucial. ENISA notes that all EU states have adopted national cybersecurity strategies and
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mandates (via NIS2) regular updates of legal frameworks. UNESCO and others also stress
investing in cybersecurity education and public awareness. In sum, the literature shows that
strong policies must be matched by effective implementation: encryption and multi-factor
authentication (NIST advises), continuous monitoring, legal enforcement, and a culture of
security are all needed [3][8].

Methodology

I then identified root causes by coding information along technical, human, legal, and
infrastructural dimensions.

To systematize this process, I developed an author’s analytical framework that classifies
causes into four categories: technical, organizational, human, and regulatory/legal. Each case
is mapped against this scheme to ensure comparability across incidents. This framework
represents the main element of novelty in the study, as it allows both domestic and cross-country
incidents to be analyzed under a single structure.

Table 1. Analytical Framework for Categorizing Root Causes of Cybersecurity Incidents

Category Definition Examples in Kazakhstani Cases
Technical Failures of software, hardware, Outdated systems, missing
or network security encryption, lack of MFA
Organizational Weaknesses in governance, Absence of audits, poor data
processes, or corporate practices | governance, weak resilience
testing
Human Insider misuse, negligence, or Unauthorized access (Damumed),
error employee mishandling of data
Regulatory/Legal Gaps in laws, enforcement, or Small fines, no independent
oversight authority, limited investigations

Comparative analysis draws on published case studies of foreign incidents (e.g., OPM,
GDPR fines, UK breaches). All sources are cited to ensure traceability. Where possible, I relied
on reputable outlets and official releases; for local news, English-language reports (Astana
Times, Times of Central Asia) were used to ensure accurate understanding.

Limitations: This approach relies on open-source and official reports, which may omit
technical detail; some cases lack transparency (e.g., Kaspikz outage), making causal
attributions partly interpretive. The framework is qualitative and not empirically validated,
which constrains generalizability, but it ensures consistent comparison across incidents.

Results

Damumed is a centralized health-records system used by public and private clinics. In
mid-2019, TSARKA reported that “medical information of hundreds of thousands of Damumed
patients” had appeared online, marking one of the first large-scale leaks of Kazakh patient data
[12]. The Ministry of Healthcare and Damumed’s IT Center confirmed that the breach was
caused by “a person having legal authorized user access” who illicitly transmitted confidential
data [12]. Officials emphasized that no external hack had occurred, focusing instead on
prosecuting the internal violator.
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Root causes lay in weak internal safeguards:

¢ inadequate access controls;

e lack of privileged-user monitoring;

e insufficient insider-threat awareness;

¢ limited enforcement under Kazakhstan’s personal data laws.

As TSARKA noted, the incident stemmed from “a simple error - an unauthorized access
to [the] medical documents” by an insider [12]. In sum, human misuse and governance gaps
combined to expose sensitive health records.

In late October 2020, Kaspi Bank (part of the fintech Kaspi.kz) suffered a major outage.
Thousands of customers saw erroneous balances (some even showing trillions of tenges) and
could not access banking or payment services [5]. Rumors spread of a cyber-theft (“79 million
stolen”), but Kaspi emphatically denied any hack, stating that the glitch was technical and all
funds remained safe [13]. Kazakhstan’s Minister of Digital Development said the outage should
be viewed like any technical failure rather than a breach, and no official investigation was
launched absent reports of data misuse. Subsequent statements indicated the issue was fixed by
November 2020.

The root cause appears to have been a technical failure rather than malicious attack.
Experts suggested a misconfigured update or corrupted transaction ledger may have caused the
display errors. Underlying factors included:

¢ software or network bugs in critical systems;

¢ insufficient resilience and stress testing;

e lack of transparency in incident reporting.

Although no customer data was exposed, the incident created widespread panic,
highlighting vulnerabilities in public confidence and the importance of rigorous software testing
and resilience planning.

Zaimer kz, a leading microfinance institution, leaked data on approximately 2 million
clients in March 2024 [6], [14]. This included not only borrowers but also many users who
never took loans, indicating a massive collection of personal data. The leak was discovered by
KZ-CERT, which found Zaimer’s customer information “publicly available” on the internet.
The Ministry’s audit confirmed the loss of 2 million records, and Zaimer kz was fined KZT
1.846 million for violating data protection rules [15].

The exposure revealed several shortcomings:

e unencrypted and insecurely stored databases;

e poor data governance and weak corporate security practices;

e possibleillegal collection of additional customer data “on the side” as TSARKA hinted
[14];

¢ late notification to citizens; modest regulatory penalties that lacked deterrent effect
[15].

Together, these organizational and legal weaknesses explain the scale of the breach.

In June 2025, a dataset allegedly containing information on ~16.3 million Kazakh citizens
appeared on a Chinese-run website, prompting an official investigation [6]. The government
announced that no breach of state systems was found: the leaked database was largely outdated
(circa 2022) and compiled from earlier breaches and internal sources. TSARKA founder
Bekarys Kabi described it as a “compilation of previously stolen and fragmented data” merged
to appear as a new mega-leak. The Ministry’s joint inspection (Digital Development Ministry,
NSC, STS) confirmed the leak consisted of old, previously exposed records, with no live
government system compromised.
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Root causes were multifaceted:

e weak protection of earlier datasets (financial, educational, registration records);

e failure to prevent aggregation and resale of leaked data;

¢ potential misuse of official data by insiders;

e immature enforcement of data protection laws, despite 2023 amendments [6].

Socially, this case eroded public trust: Kabi noted that personal data “will always be of
interest to cybercriminals” unless preventive measures are taken.

TSARKA and news reports documented several additional breaches beyond the main four
cases. For example, in 2019 TSARKA reported leaks of 11 million votes from the Central
Election Commission and data from the Prosecutor General’s Office, none of which saw
thorough investigation [4]. Authorities often issued denials or attributed these exposures to
unnamed insiders.

These incidents highlight systemic deficiencies:

¢ lack of transparent investigations and official follow-up;
e repeated reliance on “anonymous insider” explanations;
e weak institutional accountability and oversight.
Together, these patterns suggest that beyond technical flaws, a culture of denial and
minimal enforcement undermines trust in cybersecurity governance.
To consolidate the case narratives, the author’s analytical framework introduced in
Methodology was applied to all incidents. Mapping each case across technical, organizational,
human, and regulatory/legal dimensions makes the root causes directly comparable and
highlights common systemic weaknesses.

Table 2. Classification of Major Incidents in Kazakhstan (2017-2025)

Incident | Technical Factors | Organizational | Human Factors Regulatory / Consequences
(Year) Factors Legal Factors
Damumed | Inadequate access | Lack of Insider with Weak Exposure of
(2019) controls privileged-user | legitimate enforcement of | patient data; legal
monitoring access misuse | personal data proceedings; loss
laws of trust in e-health
Kaspikz | Software failure, Lack of - No investigation, | Nationwide
(2020) insufficient testing | resilience/stress weak outage; user
testing accountability panic;
reputational risk
to fintech
Zaimer.kz | No encryption, Poor company Possible staff Small fine, weak | ~2 M records
(2024) vulnerable data protection | negligence/ regulation exposed; affected
database misuse non-borrowers;
delayed
notification
16M leak | Aggregation of old | Poor data Insider/abusive | Absence of Pan-national
(2025) leaks, no controls | hygiene across users involved | independent dataset
orgs supervisory body | compilation;
broad privacy
risk; erosion of
e-gov trust
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This structured synthesis shows that, although the immediate triggers varied across cases,
they all stem from overlapping systemic weaknesses: outdated or insecure technical systems,
insufficient organizational safeguards, recurring human factors, and underdeveloped regulatory
enforcement. By applying this framework systematically, the study provides the first structured
account of cyber breaches in Kazakhstan, addressing a gap in the existing literature that has so
far treated such cases primarily in narrative form.

Discussion

My analysis identifies common root causes across these cases:

e Technical wvulnerabilities: Outdated systems, lack of encryption, inadequate
authentication, and weak network defenses were underlying factors. For instance, Kazakhstan’s
banks and agencies often operate on legacy platforms without multi-factor authentication; the
Kaspi glitch revealed the fragility of digital banking infrastructure. These mirror U.S. findings,
where the OPM hack succeeded partly because of “failure to... use multi-factor authentication”
and absence of encryption [3]. Similarly, the UK Tesco Bank breach was blamed on
“deficiencies in design of its debit card and financial crime controls” [16]. Kazakhstan’s
security investments have lagged behind its digital rollout [2]; the 2024 GCI report also calls
for enhanced technical capabilities [10]. Regular security audits, encryption of databases, and
adoption of standards (ISO/IEC 27001, NIST SP800-53 controls) are needed.

e Human factors: Many breaches involved human error or insider actions. The
Damumed case was a classic example of an insider with legitimate access misusing data [12].
Poor cyber hygiene (weak passwords, phishing susceptibility), lack of staff training, and
absence of a security culture contribute to breaches. CEUR researchers emphasize that “poor
cyber literacy” in Kazakhstan leads directly to data losses and financial harm [11]. In the 16M
incident, insiders augmenting leaked data underscores the human element in enabling breaches.
To address this, Kazakhstan must invest in cybersecurity education at all levels. UNESCO and
ITU recommend incorporating digital and media literacy in curricula; similarly, public
awareness campaigns (as the 2020 surveys suggest) would reduce risky behavior.

e Legal and regulatory gaps: Kazakhstan’s data protection law (initially enacted 2007,
major revision in 2020, further amendments in 2023) provides a framework, but enforcement
has been weak. The fact that breaches like Damumed and election data were “without proper
solution” highlights poor rule-of-law follow-through [4]. While regulators can fine
organizations (e.g. Zaimer’s ~KZT1.8m penalty [15]), penalties remain modest and rarely deter
recurrence. In contrast, GDPR has empowered EU Data Protection Authorities to levy massive
fines (e.g. Marriott’s £18.4m) [7]. Kazakhstan has also joined the Budapest Cybercrime
Convention [9], committing to international cooperation, but domestic institutions lag. As of
2025 there is no independent Personal Data Protection Authority in Kazakhstan; such a body
could oversee compliance and investigate breaches impartially. Legislators have recognized the
need: the 2023 amendments authorized unscheduled inspections and broadened liabilities [6].
Future legal reforms should include clear breach notification rules (citizens were only notified
belatedly after Zaimer) and minimum cybersecurity standards for critical sectors.

¢ Infrastructural challenges: Kazakhstan’s telecom and IT infrastructure are highly
centralized, which creates systemic risk. For example, the state-run Internet backbone must
route through national checkpoints (there is only one main line to Europe), so a single incident
can have a wide impact. The government’s deployment of a national security certificate
(SORM) for surveillance [17] also means all traffic is potentially inspected, raising privacy
concerns and possibly creating centralized points to target. Furthermore, the choice (for
expediency) of foreign software and hardware - as one analyst notes, “the choice of Russian
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and Chinese software” and lax data regulation has been criticized [4] — can embed hidden risks
if not vetted. To strengthen infrastructure, Kazakhstan should diversify connectivity, establish
backup routes, and require supply-chain security for critical tech.

To benchmark Kazakhstan’s patterns internationally, the same criteria were applied to
well-documented cases.

Table 3. Cross-Country Comparison by Explicit Criteria

Criteria Kazakhstan USA (OPM 2015) EU (BA, Marriott) UK (NHS
(Damumed, Zaimer, WannaCry,
16M) Tesco Bank)
Attack vector Insider access; External intrusion; Phishing; unpatched | Ransomware;
legacy data lack of MFA vulns flawed card
aggregation systems
Incident response Limited MFA mandates; IT Heavy GDPR fines; | NCSC
investigation; low reforms strict DPIA/controls | coordination;
transparency mandatory
reporting
Regulatory setting Modest fines; no Weak pre-2015 Strong GDPR FCA penalties;
independent DPA oversight enforcement sector guidance
Social impact Trust erosion in e- Massive federal Corporate losses, Health service
g0V services personnel breach brand damage disruption;
public concern

This matrix shows Kazakhstan’s cause profile is typical of global breaches, while its
response/regulatory profile remains less mature than GDPR/FCA regimes explaining recurring
exposures and limited deterrence.

International comparisons yield further lessons. The U.S. OPM case led to mandates for
multi-factor authentication across federal agencies (per OPM reforms). The EU’s NIS Directive
(and new NIS2) now compel Member States to adopt and regularly update national strategies
(ENISA notes all EU countries have done so by 2017). Kazakhstan already has a Cyber Shield
strategy, but it needs periodic review and concrete benchmarks (cf. targets in the 2017 concept
[1]). The UK’s response to NHS and retailer incidents (establishing the National Cyber Security
Centre, imposing mandatory cyber-incident reporting, and real penalties) provides a model for
strengthening deterrence and assistance.

Based on these findings, I propose the following actionable recommendations:

e Regulatory Reforms: Enact a dedicated Data Protection Act with enforcement powers
and establish an independent Data Protection Authority. Expand the scope of cybersecurity laws
to mandate incident reporting and minimum security controls for all organizations handling
personal data. Increase penalties for negligence. Align Kazakhstan’s regulations with
international standards (GDPR, NIST Cybersecurity Framework) to foster trust and
compliance.

e Technical Standards and Best Practices: Require critical infrastructure and large
organizations to adopt recognised standards (e.g. ISO/IEC 27001 certification). Enforce
encryption of sensitive data at rest and in transit. Mandate multi-factor authentication and
network segmentation in high-risk systems. Promote regular independent penetration testing
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and security audits (as recommended by experts [6]). The government should publish guidelines
(through KZ-CERT) on baseline cybersecurity measures, akin to NIST/ENISA publications.

¢ Independent Supervisory Bodies: Create a centralized National Cybersecurity Agency
(if not already) or empower KZ-CERT and the Digital Development Ministry to perform
oversight. This body should coordinate threat intelligence sharing and incident response, and
supervise compliance. It could also manage a “critical sectors” registry requiring security
clearances (much like the NIS2 authority role in the EU).

e Cybersecurity Education and Literacy: Launch nationwide programs to improve cyber
hygiene. Integrate cybersecurity modules into school curricula and professional training
(drawing on UNESCO media-literacy guidelines). Offer free or subsidized courses in digital
self-protection for the public. Encourage universities to develop specialized cybersecurity
degree programs (addressing the 90% vulnerability and skills gap noted by Satiev [1]).

e Useof Al and Monitoring Tools: Invest in Al-driven tools for threat detection, network
monitoring, and anomaly detection across government networks. Deploy Security Operation
Centers (SOCs) with machine learning to identify breaches quickly. However, ensure these
tools respect privacy and do not become surveillance tools of last resort. Kazakhstan should
also implement “Bug Bounty” programs and crowdsourced vulnerability disclosure (per
Bekarys Kabi’s recommendation) [6], as many countries now do.

e Organizational Accountability: Foster a culture of accountability by requiring
companies to audit their data practices. Encourage board-level oversight of cybersecurity. Use
public-private partnerships to improve sectoral defenses (for example, banks sharing threat
information, as Kabi suggested). Learning from the Tesco Bank fine [16], regulators should
hold CEOs and CISOs accountable for gross lapses.

¢ International Cooperation: Strengthen collaboration with international bodies (UN,
Interpol, CERT-EU, etc.). Leverage Kazakhstan’s participation in the Budapest Convention to
work with other signatories on cross-border cybercrime. Join global platforms like the Global
Forum on Cyber Expertise and regional initiatives (e.g., Shanghai Cooperation Organisation’s
cybersecurity cooperation). Work with agencies like ENISA and NIST for best-practice
exchange. Joint exercises with partners can improve readiness.

Together, these measures can address the systemic vulnerabilities identified.
Kazakhstan’s own reports confirm the need for stronger organizational measures and capacity-
building [10]; the incidents of 2019-2025 underscore it. Benchmarked against international
cases, it is clear that legal frameworks alone are insufficient without enforcement and education.
For example, after the OPM hack the U.S. mandated stricter ID vetting and technical controls;
similarly, Kazakhstan should make security investment commensurate with its digital
ambitions. In policy design, Kazakhstan can draw on ENISA’s guidance that national strategies
must be living documents with clear timelines and resources. At the grassroots, boosting
citizens’ trust requires transparency: timely breach notifications and public accountability
(contrasting with the current “no solution” approach [16]).

Conclusion

The period 2017-2025 saw Kazakhstan transition rapidly into the digital age, but this has
exposed critical security gaps. The Damumed health-data leak, Kaspi.kz outage, Zaimer kz
client data exposure, and the 16-million-person compilation all share root causes: technical
laxity, human error/insider threats, and immature legal enforcement. Despite strong strategic
initiatives (Cyber Shield, GCI progress) [2], [10], implementation has lagged - digitalization
outpaced security. International experience shows that addressing these requires comprehensive
action: robust technical defenses, well-enforced laws, informed citizens, and global
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partnerships. My evidence-based recommendations - spanning regulation, standards, oversight,
education, Al, accountability, and international cooperation - aim to close the gaps revealed by
past breaches. By adopting these measures, Kazakhstan can harden its infrastructure, cultivate
cyber-savvy organizations and populace, and ultimately prevent future incidents.

This research applies an original four-factor framework, covering technical,
organizational, human, and regulatory/legal causes, to the analysis of Kazakhstan’s cyber
incidents. The framework turns case narratives into a structured synthesis that exposes systemic
weaknesses and allows direct comparison across incidents. Combined with explicit cross-
country criteria (attack vector, incident response, regulatory setting, and social impact), it
situates Kazakhstan’s experience within the wider global cybersecurity landscape. As a result,
the study delivers both actionable policy guidance for Kazakhstan and a methodological
approach that can be adapted for examining cybersecurity breaches in other emerging digital
economies.

Implications for Policymakers

The analysis highlights not only academic insights but also concrete directions for
decision-makers:

¢ Government: Establish an independent Data Protection Authority with investigative
powers; mandate timely breach notification; increase penalties to create real deterrence; ensure
national strategies (e.g., Cyber Shield) are periodically reviewed with measurable benchmarks.

¢ Businesses: Require adoption of international standards such as ISO/IEC 27001,
enforce encryption of sensitive data at rest and in transit, mandate multi-factor authentication;
conduct regular penetration testing and audits to build resilience.

e Society: Invest in nationwide cybersecurity literacy campaigns; embed digital safety
into school curricula and professional training; promote public awareness initiatives to reduce
risky online behaviors.

e International Cooperation: Deepen participation in global cyber frameworks
(Budapest Convention, ENISA exchanges, NIST collaborations); join regional and
international cyber exercises to strengthen readiness and share best practices.

These implications underline that cybersecurity is a shared responsibility across state,
corporate, and societal levels. Only through coordinated reforms and capacity-building can
Kazakhstan bridge the gap between its ambitious digital agenda and its current security
vulnerabilities.
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